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		  Datasheet File OCR Text:


		    1. general description 1.1 overview the a7001ag is a tamper resistant secure mi cro controller unit (m cu) using a dedicated  security hardened mx51cpu. nxp semiconductors has a long track record in security  mcus. nxp ics had been used in all kind of se curity applications like bank cards, health  insurance cards, electronic passports, pay-tv cards or as embedded secure element in  mobile phones. the a7001ag features a significantly enhanced secure microcontroller  architecture. extended instruct ions for java and c code, linear addressing and high speed  at low power are among many other improvements added to the classic 80c51 core  architecture. the a7001ag supports the following features: ? 100 kbit/s i 2 c slave interface ? nxp patented glue logic tm ? nxp secure fetch technology tm ? active shield ing technology ? asynchronous self-timed handshake technology ? dedicated mx51 security cpu ? 72 kb eeprom for applic ation-code and data  ? 50   a typical sleep mode current with i 2 c pads operated in weak pull-up mode, don?t  obstructing the bus lines ? high-performance secured public key infrastructure (pki) coprocessor (rsa up to  2048 bit keys, ecc over gf(p) up to 320 bit keys) ? secured 2-key/3-key tr iple-des coprocessor ? secured aes coprocessor (128 -,192- and 256 bit keys) ? eeprom with minimum 500 000 cy cles endurance and mini mum 25 years retention  time ? on-chip operating system firmware: jcop 2.4.2 r1 ? compliant to java card  specification v3.0.1 classic as defined in  ref. 1 ? compliant to global platform  specification as defined in  ref. 2  and  ref. 3 the a7001ag runs a java card open platform operating system called jcop based on  independent, third party specific ations, i.e. by oracle, the global platform consortium, the  international organization for standards (iso), emv (europay, mastercard and visa)  and others. a7001ag secure authentication microcontroller rev. 1.1 ? 18 march 2011 202011 preliminary short data sheet company public

 a7001ag_sds all information provided in this document is subject to legal disclaimers. ? nxp b.v. 2011. all rights reserved. preliminary short data sheet company public rev. 1.1 ? 18 march 2011 202011  2 of 16 nxp semiconductors a7001ag secure authentication microcontroller the java card and globalplatform industry standards together ensure ease of application  development and application in teroperability for developers. the a7001ag key benefits: ? complete security platform enabling customized solutions  ? field and silicon proven solu tions- deployed in numer ous devices and environments ? ensures trust to drive applications in open and closed systems where high level of  security is needed ? full solution, ease to integrate, ensuring lower total cost of ownership ? robust cryptographic core, countermeasures and protection of device assets ? powerful cryptographic coprocessors for pub lic and secret key encryption within a low  power, performance optimized design bas ed on nxp semiconductors' handshaking  technology.  for more detailed information re fer to following documentation 1 : ? administrator manual, a7001ag, doc.no. 1887xx 2 ? user manual, a7001ag, doc.no. 18821xx ? hardware data sheet, a7001ag, secure smart card controller, doc.no. xx the administrator manual describes jcop  for the administrator of a jcop secure  element. this means it explains the pre- personalisation process and its specific  commands. the user manual describes jcop for the appl et developer. it outlines the features  available through the java card api. also it  explains any additional functionality at the  java layer. also, this user manual contai ns the information on how to order a7001ag  products. the hardware data sheet explains the details of the a7001ag product from a hardware  point of view. it outlines figures lik e pinning diagram and power consumption. 1.2 jcopx - additional applicatio n programming interface (apis)  features jcop provides extended support for several in dustry specific requirements. this support  is given with the jcopx api that  comprises followin g functionality: ? extended cryptography support (several algorithms and methods not specified in  java card v3.0.1 classic (see  ref. 1 ) ? secure box feature supporting execution of  native customer code in user mode out of  java application more details about the jcopx api ca n be found in jcop user manual. 1. these documents are available under nda 2.  where xx refers to the last version; e.g. 10 refers to version 1.0

 a7001ag_sds all information provided in this document is subject to legal disclaimers. ? nxp b.v. 2011. all rights reserved. preliminary short data sheet company public rev. 1.1 ? 18 march 2011 202011  3 of 16 nxp semiconductors a7001ag secure authentication microcontroller 1.3 security features the a7001ag security concept is combining  a comprehensive portfolio of nxp security  measures which is protecting the chip against  all types of attacks. all in all there are more  than 100 security features in  an nxp security chip to protect against attacks from outside.  nxp semiconductors apply their extensive know ledge of chip security to harden the chip  against any kinds of attacks. the counter measures against reverse engine ering attacks i.e. the dedicated security  cpu designed in asynchronous handshaking  circuit technology, the very dense  sub-micron 5-metal-layer 0.14  m technology, the nxp patented glue logic tm  and active  shielding technology ar e providing highest level of attack  resilience which is unique in the  market. secure fetch technology tm  will significantly enhance the ch ip hardware security for a  certain class of light and laser attacks to t he chip hardware. more  specifically, secure  fetch offers increased protection against attacks with higher spatial resolution and against  both those with shorter and with longer light pulses; both with single and with multiple  pulses. it protects both the device memory  and code fetching operations from rom, ram  and eeprom, greatly increasing  the probability that  fault injection atta cks are detected.  this unique security technology offers increased protection against future attack  scenarios with light and laser sources, fac ilitating the developmen t of highly secure  software applications for customers. the a7001ag security concept includes dedicated hw measures to protect against any  kind of leakage attacks. the triple-des  coprocessor is mathematically proven  leak-resistance to 1st order dpa, thus equally  well resilient against all kinds of leakage  attacks.  the a7001ag incorporates inherent a nd os controlled security features:  ? secure fetch technology tm , protecting code fetches  from rom, ram and eeprom ? dedicated security cpu designed in asynchronous handshaking circuit technology ? high dense sub-micron 5-metal-layer 0.14   m cmos technology, ? nxp patented glue logic tm ? enhanced security sensors ? low and high temperature sensor ? low and high supply voltage sensor ? single fault injection  (sfi) attack detection ? light sensors (incl. integrated me mory light sensor functionality) 1.4 security licensing  nxp semiconductors has obtained a patent  license for spa and dpa countermeasures  from cryptography research incorporated (cri). this license covers both hardware and  software countermeasures. it is important to customers that countermeasures within the  operation system are covered under this license agreement with cri. further details can  be obtained on request.

 a7001ag_sds all information provided in this document is subject to legal disclaimers. ? nxp b.v. 2011. all rights reserved. preliminary short data sheet company public rev. 1.1 ? 18 march 2011 202011  4 of 16 nxp semiconductors a7001ag secure authentication microcontroller 2.  features and benefits 2.1 standard features ? high reliable eeprom for both data st orage and program  execution: 80 kb ? data retention time: 25 years minimum ? endurance: 500.000 cycles minimum ? dedicated secure_mx51 mcu (memory extended/enhanced 80c51) ? 100 kbit/s i 2 c slave interface ? public key cryptography (pkc) coproc essor supporting rsa, elgamal, dss,  diffie-hellman, guillou-quisquater , fiat-shamir and elliptic curves ? rsa support for the key lengths up to 2048-bit ? elliptic curve over gf(p) cryptograph y with key lengths up to 320-bit ? single des (56-bit) and triple des with 2 or 3 keys (112-bit- or 168-bit), encryption  and decryption in ecb, cbc and cbc-mac mode  ? high speed aes coprocessor (128-bit  parallel processing aes engine)  ? low power true random number generator (trng) in hardware, ais-31 compliant ? sha1, sha-224 and sha-256 ? seed algorithm ? md5 ? on-chip key generation ? crc calculations ? data authentication pattern (dap) for the supplementary security domains ? low power and low voltage design using nxp semiconductors handshaking  technology ? power-saving sleep mode ? wake-up from sleep mode by any i 2 c communication request ? 50   a typical sleep mode current with i 2 c pads operated in weak pull-up mode, don?t  obstructing the bus lines ? internally generated cpu clock (typical 62 mhz) ? 1.62 v to 5.5 v operating voltage range  ? ? 25  cto+85  c operational ambient temperature

 a7001ag_sds all information provided in this document is subject to legal disclaimers. ? nxp b.v. 2011. all rights reserved. preliminary short data sheet company public rev. 1.1 ? 18 march 2011 202011  5 of 16 nxp semiconductors a7001ag secure authentication microcontroller 3. applications the a7001ag is a complete embedded security platform for mobile phones, portable  devices, computing and consum er electronic devices, and embedded systems where a  strong security infrastructure is required. the a7001ag provides an outstanding level of  security, while overcoming the challenges  of performance, pow er consumption and  solution footprint. its flexible architecture of fers brand owners and device manufacturers a  robust solution that can be tailored to meet today?s demanding embedded security  requirements. the a7001ag can be used in  various host platforms and host operating  systems to secure a broad range of applications. the a7001ag is offered as a turnkey solution that provides customers easy integration of  authentication solutions into their end products. minimal impact on the performance of  end-products is achieved through high-speed,  low power consumption ics that feature the  industry standard i 2 c interface.  in addition to the a7001ag secure mcu, the total solution includes mcu firmware and an  x.509 certificate authentication applic ation. the a7001ag is delivered with  pre-programmed, die-specific keys and ce rtificates which are being generated and  programmed in a certified (c ommon criteria) secure nxp  internal environment with  master keys securely stored in hsms (hardware secure modules). additional  authentication software for th e host (host-mcu or remote server) can also be included as  part of the solution. the flexibility of the a7001ag solution allows  for fast and convenie nt customization of  specific solutions or implementations. 3.1 application areas ? embedded security ? counterfeit protection of hardware and software ? anti-cloning ? brand integrity of original goods ? profile of service ? conditional access to soft ware, content and features ? secure access to  online services ? device identity ? signing transactions ? secure machine to machine (m2m) communication 4.  quick reference data   table 1. quick reference data symbol parameter conditions min typ max unit v dd supply voltage 1.62 - 5.5 v eeprom t ret retention time t amb =+55  c 25--years n endu(w) write endurance under all operating conditions 5  10 5 - - cycles

 a7001ag_sds all information provided in this document is subject to legal disclaimers. ? nxp b.v. 2011. all rights reserved. preliminary short data sheet company public rev. 1.1 ? 18 march 2011 202011  6 of 16 nxp semiconductors a7001ag secure authentication microcontroller 5. ordering information   5.1 ordering options the following sections describe information how to order samples and final products. 5.1.1 ordering a7001ag   samples samples in hvqfn32 package can be ordered from nxp semiconductors. note that nxp semiconductors can provide up  to 10 pcs free of charge. larger quantities  have to be ordered separately. valid nda has to be in place before samples are shipped. contact your local nxp semiconductors  representative for further information. 5.1.2 ordering jcop products nxp semiconductors has created a generic produ ct type that is available for ordering.  this product will have one card manage r authentication key for all parts. nxp semiconductors offers a pre-personaliz ations service where customer specific  initialization data can be preprogrammed. this data can be die individual card manager  keys, symmetric des-or aes keys, random data , x509 certificates, rsa signing keys or  any other constant data like applet code. contact your local nxp semiconductors  representative for further information. 5.1.3 jcop tools jcop tools provide integrated development  environment (ide) based on the eclipse  framework and specific jcop product family through the jcop tools plug-in. contact your local nxp semiconductors repr esentative for further information on jcop  tools (plug-in) availability. table 2. ordering information type number package  name description version a7001agua/... ffc 8 inch wafer (sawn; 150  m thickness; on film frame carrier;  electronic fail die marking according to secsii format) not applicable a7001aghn3/... hvson-8 plastic thermal e nhanced very thin small outline package;  no leads; 8 terminals; body 6    5    0.85 mm sot685-1 A7001AGHN1/... hvqfn32 plastic th ermal enhanced very thin quad flat package; no leads,  32 terminals; body 5    5    0.85 mm sot617-1

 a7001ag_sds all information provided in this document is subject to legal disclaimers. ? nxp b.v. 2011. all rights reserved. preliminary short data sheet company public rev. 1.1 ? 18 march 2011 202011  7 of 16 nxp semiconductors a7001ag secure authentication microcontroller 6. block diagram   (1) for more details see  ref. 4  figure 3.4 page 36 (2) for more details see  ref. 5   fig 1. a7001ag block diagram 001aan708 installer extensions framework classes apis (java card 3.0.1 classic apis) global platform 2.1.1 system classes applet management transaction management i/o network communication other services secure box sci 2 c protocol implementation (2) java card virtual machine (jcvm) triple-des coprocessor pki coprocessor famexe memory management unit (mmu) secure_mx51 cpu ram rom eeprom aes coprocessor interface vdd vss sda scl application layer card operation system layer jcop v2.4.2 hardware layer platform a7001 applets applet 1 java card runtime environment 3.0.1 classic (1) applet 2 applet n

 a7001ag_sds all information provided in this document is subject to legal disclaimers. ? nxp b.v. 2011. all rights reserved. preliminary short data sheet company public rev. 1.1 ? 18 march 2011 202011  8 of 16 nxp semiconductors a7001ag secure authentication microcontroller 7. pinning information 7.1 pinning     n.c. = not connected / reserved = not to be connected fig 2. pin configuration hvqfn32 (sot617-3) table 3. pin description symbol pin description vss 1 ground supply voltage n.c. 2 not connected io3 3 input/output #3 for serial dat a, not used by embedded firmware,  set to tristate high z input n.c. 4 not connected sda 5 i 2 c data n.c. 6 not connected scl 7 i 2 c clock n.c. 8 to 17 not connected pvdd 18 requires connection via pull-up resistor to vdd n.c. 19 to 21 not connected rst_n 22 reset input, active low n.c. 23 not connected vdd 24 supply voltage n.c. 25 to 32 not connected 001aan709 a7001ag transparent top view n.c. scl n.c. pvdd n.c. n.c. sda n.c. n.c. n.c. io3 rst_n n.c. n.c. vss vdd n.c. n.c. n.c. n.c. n.c. n.c. n.c. n.c. n.c. n.c. n.c. n.c. n.c. n.c. n.c. n.c. 8 17 7 18 6 19 5 20 4 21 3 22 2 23 1 24 9 10 11 12 13 14 15 16 32 31 30 29 28 27 26 25 terminal 1 index area

 a7001ag_sds all information provided in this document is subject to legal disclaimers. ? nxp b.v. 2011. all rights reserved. preliminary short data sheet company public rev. 1.1 ? 18 march 2011 202011  9 of 16 nxp semiconductors a7001ag secure authentication microcontroller     fig 3. pin configuration for hvson-8 (sot685-1) table 4. pin description symbol pin description vss 1 ground supply voltage io3 2 input/output #3 for serial data, not used by embedded firmware,  set to tristate high z input sda 3 i 2 c data scl 4 i 2 c clock n.c. 5 not connected pvdd 6 requires connection via pull-up resistor to vdd rst_n 7 reset input, active low vdd 8 supply voltage 001aan710 a7001ag n.c. pvdd rst_n vdd scl sda io3 vss transparent top view 4 3 2 1 5 6 7 8 terminal 1 index area

 a7001ag_sds all information provided in this document is subject to legal disclaimers. ? nxp b.v. 2011. all rights reserved. preliminary short data sheet company public rev. 1.1 ? 18 march 2011 202011  10 of 16 nxp semiconductors a7001ag secure authentication microcontroller 8. memory  8.1 available memory space   8.2 garbage collection garbage collection is fully implemented (see  ref. 1 ): deleted objects, applets, and  packages are fully reclaimed (incl. compactifi cation) and the space can be used for other  purposes after deletion. 9. limiting values   [1] mil standard 883-d method 3015; human body model; c = 100 pf, r = 1.5 k  ; t amb = ? 25  c to +85  c. [2] depending on appropriate thermal resistance of the package. [3] depending on delivery type, refer to  nxp semiconductors general specification for 8? wafer s and to  nxp  semiconductors contact & dual interfac e chip card module specification . 10. application information figure 4  shows a typical application diagram. it  shows how the pins of the a7001ag shall  be applied in order to operate the ic in an i 2 c system as i 2 c slave device. in this system  an individual reset control is not supporte d. the hardware reset  will be executed at  power-up time (power-on reset). table 5. a7001ag memory map product  type transient heap  (ram) persistent heap  (eeprom) free rom for  applets apdu buffer a7001ag 3550 bytes 79900 bytes 133648 bytes 1462 bytes table 6. limiting values in accordance with the absolute maximum rating system (iec 60134). voltages are referenced to  vss (ground = 0 v). symbol parameter conditions min max unit v dd supply voltage ? 0.5 +6.0 v v i input voltage any signal pad ? 0.5 v dd + 0.5 v i i input current pad io1, io2 or  io3 -  15.0 ma i o output current pad io1, io2 or  io3 -  15.0 ma i lu latch-up current v i v dd   -  100 ma v esd electrostatic discharge voltage pads vdd, vss,  clk, rst_n, io1,  io2, io3 [1] -  4.0 kv pads la, lb [1] -  2.0 kv p tot total power dissipation [2] -1 w t stg storage temperature [3] --  c

 a7001ag_sds all information provided in this document is subject to legal disclaimers. ? nxp b.v. 2011. all rights reserved. preliminary short data sheet company public rev. 1.1 ? 18 march 2011 202011  11 of 16 nxp semiconductors a7001ag secure authentication microcontroller   fig 4. system overview supporting power-on reset 001aan711 10 k pu pu 10 k scl sda vss vdd vdd vss sda scl vdd vss pvdd host controller a7001ag rst_n sda scl

 a7001ag_sds all information provided in this document is subject to legal disclaimers. ? nxp b.v. 2011. all rights reserved. preliminary short data sheet company public rev. 1.1 ? 18 march 2011 202011  12 of 16 nxp semiconductors a7001ag secure authentication microcontroller 11. abbreviations   12. references [1] oracle java card 3.0.1 classic   http://www.oracle.com/technetwork/ java/javacard/overview/index.html [2] global platform consortium: globalplatfo rm card specification 2.1.1, march 2003  http://www.globalplatform.org/ [3] globalplatform consortium: globalplatform;  card specification 2.1.1 amendment a,  march 2004 [4] java card tm  technology for smart cards, zhiqun chen, isbn 0-201-70329-7 [5] sci 2 c protocol specification, rev. 2.0 ? aug-04-2010, nxp semiconductors [6] application design guide a7001, an195112, nxp semiconductors table 7. abbreviations acronym description aes advanced encryption standard api application programming interface cbc cipher-block chaining crc cyclic redundancy check des digital encryption standard dpa differential power analysis dss digital signature standard ecb electronic codebook ecc elliptic curve cryptography eeprom electrically erasable programmable read-only memory gf galois function i/o input/output mac message authentication code md5 message-digest algorithm 5 mmu memory management unit os operating system pkc public key cryptography pki public key infrastructure rsa rivest, shamir and adleman sfi single fault injection sha secure hash algorithm smd surface mounted device spa simple power analysis

 a7001ag_sds all information provided in this document is subject to legal disclaimers. ? nxp b.v. 2011. all rights reserved. preliminary short data sheet company public rev. 1.1 ? 18 march 2011 202011  13 of 16 nxp semiconductors a7001ag secure authentication microcontroller 13. revision history   table 8. revision history document id release date data sheet status change notice supersedes a7001ag_sds v.1.1 20110318 preliminary short data sheet - a7001ag_sds v.1.0 modifications: ? product naming updated a7001ag_sds v.1.0 20110211 preliminary short data sheet - - modifications: ? initial version-

 a7001ag_sds all information provided in this document is subject to legal disclaimers. ? nxp b.v. 2011. all rights reserved. preliminary short data sheet company public rev. 1.1 ? 18 march 2011 202011  14 of 16 nxp semiconductors a7001ag secure authentication microcontroller 14. legal information 14.1 data sheet status   [1] please consult the most recently issued document before initiating or completing a design.  [2] the term ?short data sheet? is explained in section ?definitions?.  [3] the product status of device(s) described in this document may have changed since this document was published and may differ  in case of multiple device s. the latest product status  information is available on the internet at url http://www.nxp.com .  14.2 definitions draft ?  the document is a draft versi on only. the content is still under  internal review and subject to formal approval, which may result in  modifications or additions. nxp  semiconductors does not give any  representations or warranties as to the accuracy or completeness of  information included herein and shall hav e no liability for the consequences of  use of such information. short data sheet ?  a short data sheet is an extract from a full data sheet  with the same product type number(s) and title. a short data sheet is intended  for quick reference only and should not be relied upon to contain detailed and  full information. for detailed and full information see the relevant full data  sheet, which is available on request vi a the local nxp semiconductors sales  office. in case of any inconsistency or conflict with the short data sheet, the  full data sheet shall prevail. product specification ?  the information and data provided in a product  data sheet shall define the specification of the product as agreed between  nxp semiconductors and its customer , unless nxp semiconductors and  customer have explicitly agreed otherwis e in writing. in no event however,  shall an agreement be valid in which  the nxp semiconductors product is  deemed to offer functions and qualities beyond those described in the  product data sheet. 14.3 disclaimers limited warranty and liability ?  information in this document is believed to  be accurate and reliable. however, nxp semiconductors does not give any  representations or warranties, expressed or implied, as to the accuracy or  completeness of such information and shall have no liability for the  consequences of use of such information.  in no event shall nxp semiconductors  be liable for any indirect, incidental,  punitive, special or consequential damages (including - without limitation - lost  profits, lost savings, business interrupt ion, costs related to the removal or  replacement of any products or rework charges) whether or not such  damages are based on tort (including negligence), warranty, breach of  contract or any other legal theory.  notwithstanding any damages that customer might incur for any reason  whatsoever, nxp semiconductors? aggregate and cumulative liability towards  customer for the products described herein shall be limited in accordance  with the  terms and conditions of commercial sale  of nxp semiconductors. right to make changes ?  nxp semiconductors reserves the right to make  changes to information published in  this document, including without  limitation specifications and product descriptions, at any time and without  notice. this document supersedes and replaces all information supplied prior  to the publication hereof. suitability for use ?  nxp semiconductors products are not designed,  authorized or warranted to be suitable for use in life support, life-critical or  safety-critical systems or equipment, nor in applications where failure or  malfunction of an nxp semiconductors  product can reasonably be expected  to result in personal injury, death or severe property or environmental  damage. nxp semiconductors accepts no liability for inclusion and/or use of  nxp semiconductors products in such equipment or applications and  therefore such inclusion and/or use is at the customer?s own risk. applications ?  applications that are described herein for any of these  products are for illustrative purpos es only. nxp semiconductors makes no  representation or warranty that such applications will be suitable for the  specified use without further testing or modification.  customers are responsible for the design and operation of their applications  and products using nxp semiconductors  products, and nxp semiconductors  accepts no liability for any assistance  with applications or customer product  design. it is customer?s sole responsibility to determine whether the nxp  semiconductors product is suitable and fit for the customer?s applications and  products planned, as well as fo r the planned application and use of  customer?s third party customer(s). customers should provide appropriate  design and operating safeguards to minimize the risks associated with their  applications and products.  nxp semiconductors does not accept  any liability related to any default,  damage, costs or problem which is based  on any weakness or default in the  customer?s applications or products, or  the application or use by customer?s  third party customer(s). customer is responsible for doing all necessary  testing for the customer?s applic ations and products using nxp  semiconductors products in order to av oid a default of the applications and  the products or of the application or use by customer?s third party  customer(s). nxp does not accept  any liability in this respect. limiting values ?  stress above one or more limiting values (as defined in  the absolute maximum ratings system of iec 60134) will cause permanent  damage to the device. limiting values  are stress ratings only and (proper)  operation of the device at these or any  other conditions above those given in  the recommended operating conditions section (if present) or the  characteristics sections of this document is not warranted. constant or  repeated exposure to limiting values  will permanently and irreversibly affect  the quality and reliability of the device. terms and conditions of commercial sale ?  nxp semiconductors  products are sold subject to the gener al terms and conditions of commercial  sale, as published at  http://www.nxp.com/profile/terms , unless otherwise  agreed in a valid written individual agreement. in case an individual  agreement is concluded only the terms  and conditions of the respective  agreement shall apply. nxp semiconductors hereby expressly objects to  applying the customer?s general terms and conditions with regard to the  purchase of nxp semiconducto rs products by customer. no offer to sell or license ?  nothing in this document may be interpreted or  construed as an offer to sell products t hat is open for acceptance or the grant,  conveyance or implication of any lic ense under any copyrights, patents or  other industrial or intellectual property rights. export control ?  this document as well as the item(s) described herein  may be subject to export control regulations. export might require a prior  authorization from national authorities. document status [1] [2] product status [3] definition objective [short] data sheet development this  document contains data from the objecti ve specification for product development.  preliminary [short] data sheet qualification this document  contains data from the preliminary specification.  product [short] data sheet production this docu ment contains the product specification. 

 a7001ag_sds all information provided in this document is subject to legal disclaimers. ? nxp b.v. 2011. all rights reserved. preliminary short data sheet company public rev. 1.1 ? 18 march 2011 202011  15 of 16 nxp semiconductors a7001ag secure authentication microcontroller quick reference data ?  the quick reference data is an extract of the  product data given in the limiting values  and characteristics sections of this  document, and as such is not comple te, exhaustive or legally binding. non-automotive qualified products ?  unless this data sheet expressly  states that this specific nxp semicon ductors product is automotive qualified,  the product is not suitable for automotive use. it is neither qualified nor tested  in accordance with automotive testing or application requirements. nxp  semiconductors accepts no liabili ty for inclusion and/or use of  non-automotive qualified products in automotive equipment or applications. in the event that customer uses t he product for design-in and use in  automotive applications to automotive s pecifications and standards, customer  (a) shall use the product without nxp semiconductors? warranty of the  product for such automotive applicat ions, use and specifications, and (b)  whenever customer uses the product  for automotive applications beyond  nxp semiconductors? specifications such  use shall be solely at customer?s  own risk, and (c) customer fully in demnifies nxp semi conductors for any  liability, damages or failed product claims resulting from customer design and  use of the product for automotive appl ications beyond nxp semiconductors?  standard warranty and nxp semicond uctors? product specifications. 14.4 licenses     14.5 trademarks notice: all referenced brands, produc t names, service names and trademarks  are the property of their respective owners. fabkey  ?   is a trademark of nxp b.v. i 2 c-bus  ?  logo is a trademark of nxp b.v. 15. contact information for more information, please visit:  http://www.nxp.com for sales office addresses, please send an email to:  salesaddresses@nxp.com ics with dpa countermeasures functionality nxp ics containing functionality  implementing countermeasures to  differential power analysis and simple  power analysis are produced and sold  under applicable license from  cryptography research, inc.
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